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| oad( " nashorn: nozilla conpat.js");

i mport Package(java. util);

i mport Package( or g. apache. conmons. | ang) ;

var app = request. get Paraneter("app");

var redirectUrl = request.getParanmeter("redirectUl");

if(!'StringUils.isEmty(app) & StringUtils. equal sl gnoreCase(app, "crnl)){
resul t.set Success(true);
var url Str = "/view user/sso. do?app="+app+" & edirectU | ="+redirect Url
| ogger. debug("url str: "+url Str);
response. sendRedi rect (url Str);

}el se{

/1 SSO

result. set Success(fal se);

.....................................................................................................................................................................................

| oad(" nashorn: mozill a_compat.js");

i mpor t Package(j ava. util);

i mport Package(j ava. net);

i mport Package( or g. apache. commons. codec. di gest);
i mport Package( or g. apache. conmons. | ang) ;

i mport Package(com al i baba. fastj son);



var app = request. get Paraneter("app");

var redirectUrl = request.getParanmeter("redirectUl");
| ogger.error("app: "+app);
| ogger.error("redirectUl: "+redirectUrl);

if(!'StringUils.isEmpty(app) && StringUtils. equal sl gnoreCase(app, "crni)){
var SSO HOST = "http://ww. abc. com 9080"

var CLIENT_ID = "abcdef";

var CLI ENT_SECRET = "";

var accessTokenKey = "access_t oken"

var accessToken = request. get Paranet er (accessTokenKey) ;

/ I accessTokennul

if (accessToken !'= null) {

| ogger . debug("accessToken: "+accessToken) ;
11

var oauthUrl = new

StringBuil der (). append(SSO _HOST) . append("/auth/profile").toString();

var bearerdient Request = new
QAut hBear er d i ent Request (oaut hUrl ) . set AccessToken(accessToken). bui | dQueryM
essage();

bearerd i ent Request. set Header ("clientld", CLIENT_ID);

var oAuthdient = new QAut hd i ent(new URLConnectionCient());

var resourceResponse = oAuthC ient.resource(bearerCientRequest, "CGET"
QAut hResour ceResponse) ;

11

var status = resourceResponse. get ResponseCode();

var body = resourceResponse. get Body();

| ogger.info("getUserProfil eByToken", new
StringBuil der (). append("code:"). append(status). append("body:"). append(body
).toString());

body = body.replaceAl |l ("\\\\/", "/");

var obj = JSONObj ect. par seQbj ect (body) ;

| ogger . debug("user profile:"+obj);

11

var username = obj.getString("USER LOG N_NAME") ;

var redirectUrl = request.getParanmeter("redirectUl");
| ogger. debug("redirectUl: "+redirectUrl);

var hasUser = user Servi ce. hasUser (usernane);
i f(!hasUser){

/lredirect
response. set Cont ent Type("text/htm ; charset=utf-8");
sessionService. put String("pageTitle", "");
sessi onService. put Stri ng("nmessage", "");
var url Str = "/vi ew message. do"

response. sendRedi rect (url Str);
}el se{
user Servi ce. | ogi nUser (user nane) ;
response. sendRedirect (redirectUrl);
}
}el se{
//redirect
response. set Cont ent Type("text/htm ; charset=utf-8");
sessionService. put String("pageTitle", "");
sessionServi ce. put String("message", "");



var url Str = "/vi ew nmessage. do"
response. sendRedi rect (url Str);

}
}el se{
//redirect
sessi onServi ce. putString("pageTitle", "");

sessi onServi ce. put String("nmessage", "");



var url Str = "/vi ew nmessage. do";
response. sendRedi rect (url Str);

.....................................................................................................................................................................................
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