SSO

JARjar ${}/tomcat8/lib

SSO

var version = java.l ang. System get Property("j ava. versi on");
if (version.startsWth("1.8.0")) {
| oad( " nashorn: nozilla_conpat.js");
}
/1Bl
var macoHost = "http://bi.xxx.cont;

/1Bl
var redirect Ul request.get Paraneter("redirectUl");
if(redirectUrl !'= null &% redirectUl.length() > 0) {

redirect Url = java.net.URLEncoder.encode(redirectUl, "utf-8")

}
/1

var url Str = nmacoHost +"/ pl ugi n/ sso/ aut h. do?userRedirect Url ="+redirect Url;
/I header, header
var user Agent = request.get Header (" User-Agent");
| ogger . debug("User Agent: "+userAgent);
i f(userAgent !'= null && userAgent.indexO ("xapp")>-1){
url Str =
macoHost +"/ pl ugi n/ sso/ appnobi | e/ aut h. do?app=xappé&redi rect Ur|l ="+redirect Url ;
}
| ogger. debug("url str: "+url Str);
result. set Success(true);
/1
response. sendRedi rect (url Str);

/plugin/sso/auth

var version = java.l ang. System get Property("j ava. versi on");
if (version.startsWth("1.8.0")) {
| oad( " nashorn: nozilla_conpat.js");
}
i mport Package(j ava. |l ang);
i mport Package(java. util);
i mport Package( or g. apache. commons. | ang3.ti ne);



i mport Package( or g. apache. commons. | ang3) ;

i mport Package(com al i baba. fastj son);

i mport Package( or g. apache. conmons. codec. bi nary);
i mport Package(org. apache. http.inpl.client);

i mport Package(org. apache. http.client. nethods);
i mport Package( or g. apache. http);

i mport Package( com wei baobi ao. command) ;

/1Bl

var macoHost = "http://bi.xxx.conf

I

var baseUrl = "https://idnms.app.conm nms_oaut h"

/1

var client _id="xxx";

var client_secret = "yyy";

11

var cal |l backUr|l = macoHost +"/ pl ugi n/ sso/ aut h. do"
cal | backUrl = java. net. URLEncoder. encode(cal | backUrl, "utf-8");
/1Bl

var redirectU |l = macoHost+"/workbench/ hone. do";
11

var vieweport = request.getParaneter("vieweport");
| ogger.warn("vieweport: "+vieweport);

if(vieweport !'= null && vieweport === "1") {
var thelUrl = request.getParanmeter("redirectUl");
| ogger.warn("theUrl: "+theUrl);
if(theUrl !'= null && theUl !'=="") {
redirect Url = java. net. URLEncoder. encode(thelrl);
}
}
/| code

var code = request. getParaneter("code");
| ogger . warn("oauth code: "+code);

I
var error_nessage = request.getParaneter("error_nessage");

11
var nowTli ne = new Dat E() . get Ti rre()+" "
| ogger. war n( " nowTi ne: " +nowTi ne) ;

var debugObj = new JSONObj ect () ;

if(error_nessage != null && error_nessage !== ""){
resul t.set Success(fal se);
resul t.setData(error_nessage);

} else if(code == null || code === "") {



/| code

/] sessi on
var userRedirectU | = request.getParaneter("userRedirectUl");
| ogger.warn("userRedirectUrl: "+userRedirectUrl);
if(userRedirectUl != null && userRedirectUrl.length > 0) {

request . get Session().setAttribute("userRedirectUl",
userRedirectUrl);

}

11
var goUrl =
baseUr| +"/ oaut h2/ aut hori ze?client _i d="+client_i d+" & esponse_t ype=code&r edi
rect _uri="+cal | backUrl +"&cope=xxx"+"& edirect Url ="+redirect Url;
| ogger.warn("QAut h2 url: "+goUrl);
response. sendRedi rect (goUrl);
} else {

/ | codecode

var userRedirectUl =
request. get Session().getAttribute("userRedirectUl");

request. get Session().setAttribute("userRedirectUrl"”, null);
if(userRedirectUl !'= null && userRedirectUl.length > 0 &&
userRedirectUl !== "null") {
| ogger.warn("userRedirectUrl: "+userRedirectUrl);
redirect Url = userRedirectUl;
}
| ogger.warn("redirectUl: "+redirectUrl);

/1

var access_token = null;

try{
/| access_t oken
if(true){
debugj . put ("code", code);
var authStr = client_id+ ":"+client_secret;
authStr = ""+new

java.l ang. String(org. apache. conmons. codec. bi nary. Base64. encodeBase64( aut hS
tr.getBytes("utf-8")), "utf-8");
| ogger.error("Authorization: "+"Basic " + authStr);
var goUrl =
baseUr| +"/ oaut h2/ t okens?gr ant _t ype=aut hori zati on_codeé&r edirect _uri="+callb
ackUr| +" &ode="+code
| ogger.warn("Auth code url: "+goUrl);
var httpclient =
org.apache. http.inpl.client. Htpdients.createDefault();
var post = new HttpPost(goUrl);
post . addHeader (" Aut hori zation", "Basic " + authStr);



var resp = httpclient.execute(post);
var status = resp.getStatusLine().getStatusCode();
| ogger.error("status: "+status);
if (status === 200) {
var entity = resp.getEntity();
var content = org.apache.http.util.EntityUtils.toString(entity);
| ogger.error("content: "+content);
var respObj = JSON. parseObj ect (content);
var access_token = respCbj.getString("access_token");
//token
[lvar access_token = StringUils.substringBetween(content,
"\"access_token\":\"" "\"");
| ogger.error("access_token: "+access token);

}

result.setData("["+status+"] "+code);

}

11
i f(access token !'= null) {
debugbj . put ("access_token", access_token);
var goUrl = baseUrl +"/resources/userprofile”;
| ogger.warn("User profile url: "+goUrl);
var httpclient =
org.apache. http.inpl.client. HtpCdients.createDefaul t();
var post = new HttpGet (goUrl);
post . addHeader (" Aut hori zati on", access_token);
var resp = httpclient.execute(post);
var status = resp.getStatusLine(). getStatusCode();
| ogger.error("status: "+status);
if (status === 200) {
var entity = resp.getEntity();
var content = org.apache.http.util.EntityUtils.toString(entity);
| ogger.error("User profile: "+content);
var content Chj = JSON. parsebject(content);
var uid = contentCbj.getString("uid");
| ogger.error("uid: "+uid);

11
var userDao = beanServi ce. get Bean("user Daol npl ") ;
var | ogi nUser = userDao. fi ndByUser name(uid);
11
i f(loginUser == null) {
uid = uid.toLowerCase();
| ogi nUser = userDao. fi ndByUser name(ui d);
}
| ogger.error ("l ogi nUser: "+l ogi nUser);
11

i f(loginUser == null){



var sb = new StringBuil der();

---------------- <p/>");

response. set Cont ent Type("text/htm ; charset=utf-8");

request. get Session().setAttribute("pageTitle", "DaaS
Wor kbench sccess denied.");

request. get Session().setAttribute("nessage"
sb.toString());

var url Str = "/vi ew nessage. do";
response. sendRedi rect (url Str);
tel se{

/1Bl
var userService =
beanSer vi ce. get Bean("user Servi cel npl ") ;

var uc = new User Command();

uc. set User nane(ui d) ;

uc. set Passwor d(| ogi nUser. get Password());

user Servi ce. user Logi n(request, uc, false);
response. sendRedi rect (redirectUrl);
| ogger.error("Redirect to: "+redirectUrl);

}
}catch(e){

| ogger.error(e.toString());
}



resul t.set Success(true);
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